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Further independent review of Part 1D of the Crimes Act 1914 
 
National DNA Database: Forensic Procedures Review („The Ford Review‟) 
 
 
 
 
Civil Liberties Australia congratulates the government on conducting this review, both 
initially by Mr Tom Sherman and now, for a second time, by Mr Peter Ford. CLA 
believes such periodic reviews are important, but are not nearly as good as ongoing 
review by an “audit committee” comprising experts in the field as well as lay people 
representing civil society, such as civil liberties, human rights and privacy people. 
 
CLA makes the following comments in response to questions asked in the Ford 
Discussion Paper. As appendices, we attach documents which reflect our general 
comments and concerns as expressed over many years in relation to DNA in 
Australia. 
 
In general, CLA believes that more stringent public accountability is required in the 
area of the Crimes Act and police taking and use of DNA, and that specific legislation 
is required to safeguard Australians from misuse or abuse of their DNA in both 
criminal and civil spheres. 
 
 Q 1  How effective is the scheme established by the legislation? 
 

A1.  The main concern that Civil Liberties Australia  (CLA) has with assessing 
the effectiveness of such a scheme as the National Database System 
(NCIDD) is in obtaining information on the operational use of the scheme.  
This issue of open and accountable use of DNA databases is a constantly 
occurring concern.   Other organisations such as Australian Privacy 
Foundation have emphasised that it is “critically important that the 
effectiveness of the regime and its contribution be publicly demonstrated”. (1) 
 
The Australian Law Reform Commission/Australian Health Ethics Committee 
Report 96 ‘Essentially Yours’ stated that in its annual report to Parliament the 
Australian Federal Police should provide information on the operation of the 
scheme.(2) 
 
The Sherman Review arranged for an independent preliminary NCIDD audit 
and recommended that the database system be audited annually (by 
Ombudsmen in the various jurisdictions; where appropriate, involving Privacy 
Commissioners) to determine the accuracy of records within NCIDD. (3) 
 
However, to maintain public confidence in the existence, maintenance and 
operational use of a national scheme such as NCIDD, we believe that an 
independent body such as the National Audit Office should be authorised by 
legislation to conduct audits of the use of all DNA database systems 
operating pursuant to Crimes Act (Cth) (4. Their reports should be publicly 
available in full. 
 



We also note that the UK Parliament, through the Commons Home Affairs 
Select Committee, is currently holding hearings into the effectiveness of the 
UK DNA database (5).  CLA proposes that the Australian Parliament‟s Senate 
Committee system should have a similar standing committee conduct an 
annual review.  
 
Therefore, at present, we would prefer not to make at best a guess – as to the 
answer of the question posed – based on the optimistic in-house Crimtrac 
web site press releases.  

 
 

1. Review of Part 1D of Crimes Act  (Cth) Submission in 2002 at p.1 
2. ALRC/AHEC Report 96 CH 43-5 
3. Sherman Review:  Recommendation 20 
4. ALRC/AHEC Report  Chapter 43-4 
5. Guardian .co.uk.  Tues 5 January 2010. “Only 33,000 (0.67%) of the 

4.9 million crimes the police recorded last year were solved as a result 
of a match on the national DNA database, police admitted today.“ 

 
 
 
Q 2   How can we reduce the complexity of the legislation  - at least to the point 
where police will use it wherever it is applicable rather than using less effective 
methods? 
 

A2  CLA is of the view that the emphasis here should be on clarifying the 
understanding of the person giving the “informed” consent to the taking of a 
DNA sample and use of their DNA profile. 
 
The Sherman Recommendation  No.2 (6) refers in some detail to the use of 
“prescribed forms” under the Crimes Act 1914 (Cth, It then outlined that such 
a form should contain in simple English the information required under the 
Act.  The recommendation also states that the interpreter facility in Section 
23YDA should be extended to cover offenders and volunteers.  We agree 
with the adoption of Recommendation No.2 if these points have not already 
been implemented. 
 
The Victorian Review (7) has a recommendation that it felt would lead to a 
simplifying of the caution and consent requirements of the legislation.  This 
was that if the use and retention of DNA profiles were limited so would the 
bureaucratic complexity.  We would also agree with this viewpoint. 
 
Overall, there needs to be standard uniform procedures and approaches to all 
aspects of collection and storage and use of DNA samples and profiles in the 
NCIDD.  Once the national legislation and regulations pursuant are in place 
then the subsequent retraining of the takers of the DNA sample can be held if 
required.  To “dumb down” the informed consent process, to encourage police 
to take DNA samples, is to ignore the human rights of the donors. 

 
6 The Sherman Report, para 3.37 
7 Victorian Review Executive Summary  p 270 

 
 
Q 3   Should the Commonwealth seek to negotiate “minimum standards” as 
recommended by the Sherman Report? 



 
A 3.  CLA‟s believes that with any national scheme, such as NCIDD, which 
relies for its existence and use on both federal and states/territories 
participation, there should be a uniform set of standards and rules controlling 
issues such as the collection, storage, deletion and use of the data, as well as 
access to it. 
 
Ongoing membership of the national scheme should be predicated on each 
member‟s compliance with the so-called “minimum standards” as set by 
national legislation. (8) 
 
We acknowledge the difficulties in obtaining agreement across all eight 
jurisdictions, but stress that the civil liberties and privacy concerns of 
Australians are the same regardless of their geographical location. 
 
CLA is particularly concerned at rules surrounding retention of original 
material associated with an investigation (including coroner‟s cases). It is 
important that the ability to re-test is retained when new information comes to 
light which may prove positive or negative to a particular case, sometimes 
decades after the original incident. We believe this area of the standards 
needs much greater consideration. 

 
 
8. Ford Report Chapter 6 Para 6.84.  The first area of concern is the 

differing treatment of serious offenders.  The illustration here is of two 
jurisdictions – Queensland and the Northern Territory having departed 
substantially from the approach taken in the 2000 Model Bill. 

 
 
 
Q 4  How can inter-jurisdictional accountability be made more effective? 
 

A.4   At present the NCIDD is administered by CrimTrac, an Australian 
Government agency.  Its Board of Management consists of 10 voting 
members, including a Commonwealth nominee from Attorney-General‟s 
Department, and nine jurisdictional representatives as well as two non-voting 
members from Finance and Information Technology.  In short the Board is 
composed of the major users (police force of eight jurisdictions plus AFP 
Commissioner). 
 
Ford in his Report (9) includes recommendations from submissions such as 
ALRC/AHEC Review (10) and the Sherman Report to the effect that there is a 
need for a national accountability framework.  ALRC/AHEC at 43-3 stated that 
the Commonwealth should expand CrimTrac‟s board of management to 
include independent members.  It also called for an amendment to the Crimes 
Act 1914 (Cth) to provide for a periodic audit by an independent body of all 
DNA databases operating pursuant to the Act. 
 
Sherman at 5.84 suggests an ideal accountability should include : 

 uniform  standards, protocols and procedures  

 transparent and independent complaint handling procedures, within 
and across jurisdictions 

 etc. 
 



Sherman at 5.111 2003 even complains – in prescient anticipation – about 
the difficulty of obtaining information on how the national DNA database 
system works: “…even a future review would have the same problem 
because there is inadequate information reporting systems,” Sherman says. 
 
One problem with intra-jurisdictional accountability is that within each 
jurisdiction the primary oversight body may be the police service in that 
jurisdiction; in effect police auditing complaints about police. 
 
CLA recommends that there is clear and urgent need for:  

 national legislation (Commonwealth, mirrored in the states/terrritories) 
on procedures, protocols and standards, binding on all jurisdictions. 

 an external and independent audit committee with at least part of its 
membership outside Commonwealth and user groups 

o to include scientists, community group representatives, civil 
liberties people and privacy representatives; and 

 a policy committee to advise government on the development of such 
databases as NCIDD, again including strong “outside” representation. 

 
 

9.    Ford Chapter 5 at p.45. 
10.   ALRC/AHEC Report Ch 43. 
 

 
 
 
Q 5  Is the current law enforcement/privacy-civil liberties balance right? 
 

A. 5  Civil Liberties Australia issued a media release in September 2009 with 
a background statement detailing some of our concerns with DNA databases 
such as NCIDD.  (11) 
 
We also attach recommendations from a research paper by Ms Karlie Brown 
which we commissioned, along with the ANU Law School, in 2007-8 dealing 
with employer-endorsed DNA sampling schemes. Ms Brown, at the time, 
possessed a B Sc qualification and was in the final stages of her (now-
completed) Law degree. 
 
We believe that potential Crimes Act and police use/abuse of DNA samples 
and civil use/abuse have significant similarities, and that the issue should be 
dealth with on a national basis by the Attorney-General‟s Department. As 
stated in numerous articles in our newsletters and on our website, CLA 
believes there should be legislation protecting people in relation to DNA, as 
there is in the USA after a new enactment in 2009. We attached the 
recommendations of Ms Brown‟s paper: the full paper is available if required – 
we commend it to you. (12). 
 
Our concerns with lack of public debate on DNA have also been expressed to 
the Privacy Commissioner (13). 
 
What we have consistently stated is because this is a national database of 
extremely personal information we (as a nation) should have federal 
legislation controlling its collection, storage/deletion and use. Combine this 
with a broadly representative committee to monitor and inform on all aspects 



of such a scheme…in other words, the power to audit completely, and ensure 
accountability and adherence to strict guidelines. 
 
Mention was made in the Sherman review of “function creep” in genetic 
testing (13).  We have no idea at present of the future uses of DNA profiles, 
so that is an area of privacy concerns that should be addressed by 
Commonwealth legislation. 
 
We are opposed to discrimination on genetic grounds.  People should not be 
prejudiced in seeking employment, superannuation or insurance on the basis 
of their DNA, and Australia needs new national laws to cover these rapidly-
developing areas of concern. We note that the USA has legislated federally in 
these areas. 
 
We do not support the taking of DNA from children except where serious 
offences have occurred. 
 
Overall, DNA should be collected only for a specific use for a specific time 
and we prefer such samples to be given voluntarily except for purposes of 
serious crime or terrorism, and then after someone is the subject of formal 
criminal or investigative processes. 

 



 
 
11. Appendix 1. 
 
 
1.  Media Release by CLA: September 2009 

 
Australians' DNA needs safeguarding in legislation 
 

There should be no discrimination in Australia on genetic grounds, Civil Liberties 

Australia says. 

People should not be prejudiced in seeking employment, or insurance, on the 

basis of their DNA. 

Police forces should not routinely take DNA, unless a serious crime is alleged. 

Police should not take DNA from children. 

There should be no DNA database collected in Australia if the information is not 

given voluntarily, or for purposes of serious crime detection. 

A 2009 study in the Medical Journal of Australia highlights the risks of genetic 

discrimination according to CLA. 

"Discrimination on genetic grounds is equally as wrong as other forms of 

discrimination, and measures should be taken to ensure that job-seekers are not 

required to submit to DNA testing," CLA CEO, Bill Rowlings, said. 

The Australian Law Reform Commissions 2003 report into genetic data and 

privacy Essentially Yours: The Protection of Human Genetic Information in 

Australia made several recommendations to the Australian Government to 

strengthen the privacy obligations surrounding genetic data but more could still 

be done. Basically, the voluntary provision of information was a core of the 

recommendations. 

"At the moment an employer could require a new or potential employee to 

provide a DNA sample," said Tim Vines, CLA's media spokesperson. "How can it 

be free consent if you don't get a job unless you comply?". 

CLA has called on the Government to strengthen measures protecting employee's 

rights and to introduce laws making it an offence for an employer to demand an 

employee's genetic profile or to punish a worker who refuses. 

CLA also believes there should be national laws protecting people's rights to their 

own genetic data, and to prevent police having access to DNA samples or 

information without a warrant or a clear allegation of a person's involvement in a 

serious crime. 



 

BACKGROUND STATEMENT: 

by Civil Liberties Australia - September 2009 

Genetic-testing, DNA and right to personal information 
 
The mapping of the human genome remains a landmark in international research with the 
potential to revolutionise our understanding of illness and human biology. Genetic 
diagnostic techniques have already been combined with targeted drug-therapies for breast 
cancer, and future therapeutics are likely to incorporate genetic testing to set the 

maximum tolerable dose and reduce adverse side-effects. 

Pre- and ante-natal genetic testing provides a mechanism for parents and children to 
prepare for possible illnesses and conditions; and even, where appropriate, seek what has 
been termed 'genetic counselling' where inheritable, but incurable, conditions are 
predicted. 

While the potential health benefits of genetic research are profound, Civil Liberties 

Australia (CLA) suggests that such technologies heighten the risk for employment and 
insurance discrimination, and for breaches of privacy by government bureaucrats and 
police services. Moreover, the present understanding of human genetics is limited, and a 
genetic predisposition to a condition or illness is no guarantee that a condition or illness 
will ever develop. 

Under the International Declaration on Genetic Data, an individual must give free and 
informed consent to the collection, processing, use and storage of genetic data. The right 

to consent (or to withdraw or to refuse consent) has been enshrined in international law 
since the Doctor's Trial at Nuremberg following the end of the Second World War. The right 
to free informed consent, contained in the Helsinki Declaration has been adopted by the 
World Health Organisation as the golden thread for patient and individual rights in regards 
to matters of health and bodily inviolability. 

But what right does an individual have to confidentiality of their genetic data? Can an 
insurance company deny health cover or life insurance on the basis of a genetic test and 

can an employer require a DNA sample as a condition of employment? 

Under the law in Australia, an insurance company is unable to require a genetic test as a 
condition of insurance. However, were a person has had a genetic test, they are obliged to 
inform the insurer of that fact and what the outcomes of the test were. This has already 
affected the number of volunteers for medical research. A recent study published in the 
September 2009 issue of the Medical Journal of Australia found that half of the study's 

participants were unwilling to proceed with a genetic test once informed of the impact it 
could have on their future health insurance. 

In this case the participants could withdraw their consent to testing, but what of babies 
who are tested by their concerned parents at an early age? Will they be forced to disclose 
their genetic profile when they apply for private health cover later in life, even though they 
may have had no say in the earlier decision? Fortunately, in Australia. health cover is 
universal whereas such genetic discrimination would have  life-and-death consequences in 

the United States, where 43 million adults are already without health insurance. 

CLA is opposed to any moves towards a mandatory scheme for genetic testing where the 
results are used to determine eligibility for health or life insurance. Insurers have stated 
that they refuse cover to no more than 10 Australians each year on the basis of their 
genetic profile alone - CLA believes that the Government should follow the lead of the UK 
and propose a voluntary moratorium on the use of genetic data by insurers, or the USA 
and introduce specific legislation protecting people. 

The greatest risk appears to arise where a DNA sample is a mandatory condition of 
employment. A potential employee and employer form an unequal power relationship - 
with the power firmly in the employer's hands. How can an individual provide free consent 
where refusal to provide a DNA sample will jeopardise their application for a job? 



CLA proposes that the Government introduce a new offence of requesting a genetic sample 
or record of previous genetic testing as a condition of employment. Moreover, privacy 

principles should be strengthened so that employers cannot source a sample from a 
previous employer or other agency. 

Discrimination on the basis of an individual's genome should be considered the same as all 
other forms of discrimination. Indeed, it would render laws such as the Disability 
Discrimination Act irrelevant if an employer, or service provider, could instead discriminate 
on the basis that an individual's genetics predisposed them to a certain condition. 

CLA recommends that the Government also legislates to prohibit discrimination on the 
basis of a genetic test. 

All forms of discrimination are abhorrent to notions of equality but discrimination on the 

basis of a person's genetic profile punishes an individual for something which has not (and 
may not) ever occur. 

Finally, a person's genetic data is private and sensitive information and measures need to 

be taken to prohibit unauthorised access to that data. Information provided to insurance 
agencies should not be accessible to law enforcement bodies without the free and informed 
consent of the individual in question. 

DNA material should only be taken by law enforcement authorities from people alleged to 
have committed a serious offence. The samples or processed data should only be retained 
if the person is convicted. The samples and any information processed from them should 
be destroyed, and the person notified formally of the destruction, if charges are 
subsequently dropped or the person is acquitted. 

No DNA sampling of children by law enforcement bodies should be permitted in Australia, 
unless the child is accused of a serious offence. 

Any DNA samples taken for emergency use or tracking/tracing purposes should be 
destroyed once the purpose for which they were taken has been completed. 

It is likely that the health benefits from genetic testing and research will be immense. 

However, it is important to remember that, like all medical matters, genetic data is 
personal and sensitive information.  Free and informed consent of the individual must be 
obtained before DNA samples are obtained and a clean genetic profile should not be a pre-
condition to employment. 

A person should not be obliged to provide DNA - or any other samples - based on a 
presumption of non-innocence (that is, the sample is required to exclude a person from 
suspicion). 

- Tim Vines, CLA media spokesperson, September 2009 

Basic information for this statement is taken from a 2008 research paper by 

Karlie Brown, completed under a joint Law internship program involving Civil 

Liberties Australia (CLA) and the Australian National University (ANU): 

http://www.cla.asn.au/Article/080508rptDNAkb.pdf 

See also: US legislates, why not Australia? - a statement by CLA in May 2008 

http://www.cla.asn.au/0805/index.php/articles/2008/dna-us-legislates-why-not-

australia 

 

http://www.cla.asn.au/Article/080508rptDNAkb.pdf
http://www.cla.asn.au/0805/index.php/articles/2008/dna-us-legislates-why-not-australia
http://www.cla.asn.au/0805/index.php/articles/2008/dna-us-legislates-why-not-australia
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EMPLOYER ENDORSED DNA SAMPLING SCHEMES:  
A Chasm for Protection of Employee Rights and Liberties  

KARLIE BROWN 
A 2008 ANU LAW INTERNSHIP PROJECT 

Anthony Williamson, Professional Supervisor (Director, CLA) 

  
In late 2007 Civil Liberties Australia undertook to provide 

supervision for a research project concerning the law governing 

the collection and use of DNA samples in employment 
relationships. This research project was initiated as a result of 

concerns raised in relation to potential mandatory DNA sampling 

of employees within the Australian Federal Police. As such, the 

project was undertaken as part of an undergraduate subject within 

the College of Law at the Australian National University, on behalf 
of Civil Liberties Australia, a national, non-party political 

organisation based in Australia’s capital city, Canberra. Any 

references to Civil Liberties Australia, or CLA, within this report 
are references specifically to that organisation only. 

  
  
SUMMARY OF RECOMMENDATIONS          (p4 of document)  
  
Recommendation 1:  That ALRC96 be revisited by the recently elected Rudd Labor  
Government; a comprehensive response to that report be re-issued and further  
implementation of its recommendations undertaken.  
 
Recommendation 2:  That mandatory collection of DNA for employment related 
purposes be prohibited.  
 
Recommendation 3:  That mandatory professional standards be developed, setting 
minimum standards for gaining voluntary informed consent of employees where 
employers endorse DNA sampling programmes.   
 
Recommendation 4:  That an offence of prejudicial treatment of employees on the basis 
of refusing to give a DNA sample be created.   
 
Recommendation 5:  That mandatory professional standards be developed, setting 
minimum requirements of DNA storage security.   
 
Recommendation 6:  That explicit protection against unsolicited genetic testing of 
DNA samples be adopted by way of:  
(a) Legislative provisions specifically affording equivalent privacy protection to 
human biological and DNA samples.  
(b) The creation of an offence of non-consensual DNA/genetic testing   
 
Recommendation 7:  That all employment related collection of DNA samples be 



immobilised until explicit protections against non-consensual uses of DNA be 
developed and implemented  
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On 9 Sept 09, CLA asked the Privacy Commissioner to take the lead in a national debate 
over the use of DNA in Australia. Here is the Deputy Privacy Commissioner's response to our 
email, along our email and background  material. 
 
REPLY FROM THE OFFICE OF THE PRIVACY COMMISSIONER 
28 September 09   Dear Ms Klugman   (We're sure he meant to write 'Dr Klugman') 

Thank you for your email dated 9 September to the Privacy Commissioner regarding the need 
for a national debate on DNA issues in Australia.  The Commissioner has asked me to 
respond. 

The issue of the collection and handling of an individual's genetic information is an area of 
significant interest for the Office.  The Office is aware that genetic testing has recently been 
raised in the media in relation to the study conducted by the University of Melbourne 
regarding the reduction in individuals who would opt for genetic testing if the findings would 
need to be disclosed for life insurance purposes (at:  
www.theaustralian.news.com.au/story/0,25197,26036192-23289,00.html). 

The Office acknowledges that while the collection and handling of genetic information raises 
important concerns regarding appropriate safeguards and protections, it is also an issue that 
cuts across a broad spectrum of legislative areas including health, law enforcement and 
employment and across jurisdictional boundaries. 

The Office's view is broadly that appropriate privacy protections are important to engender 
community trust in the collection, handling, use and disclosure of genetic information.  In 
particular, the issues of consent, choice, control and security are significant issues to be 
addressed in developing policy and practice for the handling of genetic information in specific 
contexts. 

In 2006 an amendment to the Privacy Act 1988 (Cth) included "genetic information about an 
individual that is not otherwise health information" in the definition of "sensitive information" 
(see s.6).  However, as you would be aware, the Office is subject to its jurisdictional 
limitations and in instances where, for example, DNA material is collected by state law 
enforcement agencies, it is generally beyond the jurisdiction of the Privacy Act and this Office. 

Despite these jurisdictional limitations the Office has consistently supported reforms aimed at 
enhancing national consistency in relation to health privacy including the collection and 
handling of genetic information.  This includes the development of a single set of privacy 
principles for Australian and ACT Government agencies and the private sector, which could 
be adopted in mirror legislation to bind state and territory agencies as recommended by the 
Australian Law Reform Commission in their Report 108; For Your Information - Australian 
Privacy Law and Practice. 

Currently the Office is awaiting the Australian Government's response to the ALRC's 
recommendations which, among other things, included that health information should be 
regulated under the proposed single set of privacy principles (the model Unified Privacy 
Principles) and regulations under the Privacy Act - the new Privacy (Health Information) 
Regulations (see Recommendation 60-1 at:  
www.alrc.gov.au/inquiries/title/alrc108/index.html). 

The Office has also provided comment on the privacy implications that the collection and 
handling of genetic information raise including in such areas as genetic testing, registers and 
research (for example see the Office's submission to the Inquiry into the Protection of Human 
Genetic Information at:  www.privacy.gov.au/materials/types/download/9101/6750). In 
considering these issues the Office is also aware that legislative protection around genetic 
information is a complex and multifaceted issue that will need to be addressed by a range of 
stakeholders, including those within the privacy arena. 

http://www.theaustralian.news.com.au/story/0,25197,26036192-23289,00.html
http://www.alrc.gov.au/inquiries/title/alrc108/index.html
http://www.privacy.gov.au/materials/types/download/9101/6750


Again, I thank you for your email and the information about your organisation's interest in this 
area.  The Office looks forward to future opportunities to continue to contribute to the 
development of policy in this area. 

Yours sincerely 

Timothy Pilgrim   Deputy Privacy Commissioner 

 

CLA's email that prompted the above response from the Office of the Privacy Commission 
was: 

Attention: Privacy Commissioner 

Dear Karen Curtis 

There is an important issue running in the media in Australia, on DNA.   In Perth it is focused 
on police wanting to take samples of everyone they detain.  Elsewhere, the focus is on 
insurance and superannuation. 

This may be an ideal time for you to take a lead on organising a national debate on the 
matter.   We need to think and discuss, as a nation, how we want to legislate for and have 
guidelines around DNA issues. 

FYI, below is a media release and a backgrounder [ATTACHED TO THE ORIGINAL], along 
with reference to a research paper we commissioned (with the ANU Law School) in 2007-8. 

We would be happy to be involved in any further discussions on the matter. 

Yours sincerely, 

Kristine Klugman, President 

8 Sept 2009 

ENDS APPENDIX 13 

 
14. The Sherman Report  para 7.13 –7.26 
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